[bookmark: h.8mwkvt4t5bnz][bookmark: h.8781g12pios7]Request for hiding DIF records in the CMR [2015-11-08]

Scope: 
Ensure DIF-9 and DIF-10 records can be hidden in the CMR.  
[bookmark: h.yaoeslf5ryhz]Background: 
Historically GCMD DIF authors chose the value “True” in the “DIF/Private” field to hide records from the public.  This was done explicitly in the metadata.  Not populating the field or entering value ”False” indicates that the record should be public.  At this time the CMR makes no provision for hiding DIF records based on the “DIF/Private” field. 
[bookmark: h.oxoz13p1lmg3]Recommendation:
For MVP we request that hiding DIF-9 and DIF-10 records in the CMR be facilitated through the "DIF/Extended_Metadata" field according to the following XML syntax and values.
[bookmark: _GoBack]
<Extended_Metadata>
<Metadata>
<Group>gov.nasa.earthdata.cmr</Group>
<Name>Restriction</Name>
<Value>[0 or 1+]</Value>
</Metadata>
</Extended_Metadata>

· Value: “0” = Hidden
· Value: “1 or higher” = Public (for initial MVP state)

Action for EED:
· Act upon the value in "DIF/Extended_Metadata/Restriction" the same as the "ECHO/Collection/RestrictionFlag" with respect to record privacy settings and thresholds. (i.e. the mechanism for associating ECHO:RestrictionFlag with Thresholds should also be made to work with DIF:Restriction). 

Actions for GCMD (MVP): 
· Translate values in the “DIF/Private” field to "DIF/Extended_Metadata".
· Configure the “SCIOPS” and “CEOS” Provider ACLs to act on the value in  "DIF/Extended_Metadata".  As setup in PUMP.
· Ingest DIF records to the “SCIOPS” and “CEOS” Provider IDs.
· Verify records are hidden/public according to its restriction value
· Publish a “Best Practices” document for hiding DIF records in the CMR.

Note: EOSDIS providers who use the DIF may follow the GCMD’s best practice for hiding records or configure the ACLs within their own Provider ID to hide records.
